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The USA PATRIOT Act, enacted on October 26, 2001, has been critical in preventing another terrorist attack on the United States. It brought the federal government's ability to investigate threats to the national security into the modern era—by modifying our investigative tools to reflect modern technologies, eliminating barriers to effective national security investigations, and giving national security investigators the same sorts of tools as have long been available to investigators who handle non-national security matters.

Today, following several months of intense debate, Congress passed the USA PATRIOT Act Improvement and Reauthorization Act of 2005 (H.R. 3199). This legislation reauthorizes all expiring provisions of the USA PATRIOT Act, adds dozens of additional safeguards to protect Americans' privacy and civil liberties, strengthens port security, and provides tools to combat the spread of methamphetamine. The reauthorizing legislation provides essential support for our efforts to protect both Americans and the values that Americans cherish.

USA PATRIOT Act Sunsetting Provisions

The reauthorizing legislation makes permanent 14 of the 16 sunsetted USA PATRIOT Act provisions and places four-year sunsets on the other two—the authority to conduct "roving" surveillance under the Foreign Intelligence Surveillance Act (FISA) and the authority to request production of business records under FISA (USA PATRIOT Act sections 206 and 215, respectively).

Among the 14 USA PATRIOT Act provisions made permanent are vital enhancements of our ability to protect against terrorism and other serious crimes, including provisions:

· Facilitating enhanced information-sharing and coordination between national security and law enforcement personnel.

· Adding certain chemical weapons offenses, international terrorism, nuclear and weapons of mass destruction threats, and computer espionage offenses to the list of wiretap predicates.

· Allowing Internet Service Providers to disclose customer records voluntarily to the government in emergencies involving an immediate risk of death or serious physical injury.

· Permitting victims of computer trespass (hacking) crimes to request law enforcement assistance in monitoring trespassers on their computers.

The Department of Justice's National Security Division.

Since the attacks of September 11, 2001, the highest priority of the Department of Justice has been to prevent another terrorist attack on America. The reauthorizing legislation authorizes the Attorney General to reorganize the Department of Justice by placing the Department's primary national security elements under the leadership of a new Assistant Attorney General for National Security, fulfilling a recommendation of the Commission on the Intelligence Capabilities of the United States Regarding Weapons of Mass Destruction.

This reorganization would bring together under one umbrella the attorneys from the Criminal Division's Counterterrorism and Counterespionage Sections and the attorneys from the Office of Intelligence Policy and Review (OIPR), with their specialized expertise in the Foreign Intelligence Surveillance Act and other intelligence matters. The new Assistant Attorney General will thus have all three core national security components under his or her control. He or she will lead a dedicated team acting in concert to accomplish their shared mission of protecting the national security while simultaneously safeguarding Americans' civil liberties. The Assistant Attorney General will also serve as the Department's primary liaison to the new Director of National Intelligence, and the new Division will gather expertise from across the Department to create a focal point for providing advice on the numerous legal and policy issues raised by the Department's national security missions.

Reducing Crime and Terrorism at America's Seaports

The reauthorizing legislation also provides tools to protect our waterways and seaports from terrorists and thieves. It gives federal law enforcement new tools to fight terrorists, including new or enhanced penalties for crimes such as smuggling goods into or out of the United States or bribing a public official to affect port security with the intent to commit international or domestic terrorism. Would-be terrorists will now face a United States Coast Guard empowered with new law enforcement tools for use at sea, including penalties for refusal to stop when ordered to do so and for transporting an explosive, biological agent, chemical weapon, or radioactive or nuclear materials knowing that the item is intended to be used to commit a terrorist act.

Combating Terrorism Financing

Part of our strategy after the horrific attack of September 11, 2001 has been to stop the terrorist with his hand on the check rather than on the bomb. The reauthorizing legislation provides strong support for this strategy primarily by enhancing penalties for terrorism financing and closing a loophole concerning terrorist financing through hawalas, informal money transfer networks, rather than traditional financial institutions.

National Security Letters

National Security Letters (NSLs) predated the USA PATRIOT Act and are invaluable tools for investigators in authorized international terrorism or counterintelligence investigations. The reauthorizing legislation:

· Clarifies existing laws to ensure civil liberties protection by allowing explicit judicial review of NSLs and any accompanying nondisclosure orders, and provides that nondisclosure orders no longer automatically attach to NSL requests.

· Clarifies that a recipient may disclose receipt of an NSL to those necessary to comply with it or to an attorney to obtain legal advice or assistance with respect to it.

· Discourages unauthorized disclosures by providing a criminal penalty for knowing and willful violation with intent to obstruct an investigation or judicial proceeding.

Combat Methamphetamine Epidemic Act of 2005

The Combat Methamphetamine Act contained in the reauthorizing legislation makes certain drugs used in manufacturing meth "scheduled listed chemical products"—harder to obtain in unlimited quantities and easier for law enforcement to track. As part of a more comprehensive approach toward controlling this growing problem, the reauthorizing legislation:

· Imposes limits on daily retail and monthly mail order/Internet sales, requires behind-the-counter placement or display and storage in locked cabinets.

· Requires that regulated sellers such as retail distributors and pharmacies maintain a written logbook of purchases and that buyers present photo ID and sign the log.

· Requires each regulated seller to submit a certification to the DEA.

· Provides increased penalties for smuggling and selling meth as well as funding for studies on how to address the meth problem.

· Provides that kingpins of "Continuing Criminal Enterprises" will be subject to life imprisonment for a reduced threshold amount of meth and profits from meth.

· Provides that offenders who manufacture meth at a location where a child resides or is present could be eligible for a consecutive sentence of up to 20 additional years of imprisonment.

Terrorist Death Penalty Enhancement

The reauthorizing legislation strengthens death penalty procedures by eliminating confusion as to the appropriate death penalty procedures for certain cases under the Controlled Substances Act and expands on the authorities governing provision of counsel for death penalty-eligible defendants who are unable to afford counsel.

Increasing Protections for Mass Transportation

The reauthorizing legislation provides clear intent standards and tough penalties for terrorist attacks and other violence targeted at our rail systems and other mass transportation systems regardless of whether they operate on land, on water, or through the air.

Other USA PATRIOT Act Amendments

The reauthorizing legislation also included a number of technical changes to the original USA PATRIOT Act, including:

· Amendments to section 215 orders. The reauthorizing legislation's amendments provide significant additional safeguards of Americans' civil liberties and privacy while continuing to allow investigators to use so-called "section 215 orders"—court orders requiring production of business records—in all phases of authorized national security investigations. The reauthorizing legislation clarifies that a section 215 order cannot be issued unless the information sought is relevant to an authorized national security investigation (other than a threat assessment).  With respect to certain categories of documents that are viewed as more sensitive—such as library, bookstore, medical, tax return, and gun sale records—the reauthorization legislation still allows the FISA court to issue a section 215 order for those documents but requires that the application be signed by either the Director or Deputy Director of the FBI. As another safeguard, the Attorney General must develop and apply so-called "minimization procedures" limiting the retention and dissemination of information concerning U.S. persons that is obtained through section 215 orders. Recipients may explicitly seek judicial review and disclose receipt of a 215 order to attorneys to obtain legal advice or assistance and to other people necessary to comply with the request.

· Amendments to section 206 roving surveillance orders. The reauthorizing legislation amends the FISA court's authority under section 206 to issue an electronic surveillance order that attaches to a particular target rather than a particular phone or computer in two primary ways. First, it clarifies the level of detail necessary to obtain a section 206 order, particularly where the target is identified by a description rather than by name. Second, it imposes a "return" requirement on investigators, meaning that in most circumstances the government is required to provide notice to the court within 10 days that surveillance has been directed at a new facility or place.

· Delayed notice search warrants. Section 213 of the USA PATRIOT Act codified a longstanding judicial authority: Courts can allow investigators to delay giving notice that a search warrant has been executed for a reasonable period to avoid certain adverse results such as endangering an individual's life or physical safety. The ability to obtain court permission to delay notice has proved invaluable in a wide range of cases, including major drug trafficking investigations. The reauthorizing legislation sets a presumptive limit of 30 days on the initial period of delay and allows extensions of 90 days. http://www.justice.gov/opa/pr/2006/March/06_opa_113.html
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Please write a one page typed reflection on this fact sheet released by the Department of Justice regarding the Patriot Act. This should be typed, double-spaced, 12 Point Times New Roman, normal margins.

What do you think about the information in this fact sheet? Did anything surprise you? Did it change your thoughts on the Patriot Act?


