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The government may be looking at
what numbers you call.

Airline passengers go through body
scanners or receive pat downs.

An increasing number of cameras ‘
record what we do in public. |

—~ T ’ e

Watchm You

How’much government survelllance should Americans accept

to;keép the nation safe from more terrorist attacks? BY PATRICIA SMITH




[image: image2.png]ince the deadly Sept. 11, 2001,
terrorist attacks, Americans
have grown accustomed to
increased security and gov-
ernment scrutiny in their daily
lives: body scanners and shoe searches
at airports, video surveillance cameras on
many buildings and city streets, and more
intrusive questions at border crossings.

But this spring’s news that the U.S.
government has been secretly collecting
Americans’ telephone records and track-
ing foreigners overseas on sites like Yahoo
and Facebook has raised questions about
how much privacy is worth sacrificing to
keep the nation safe.

“You can’t have 100 percent secu-
rity and also then have 100 percent
privacy and zero inconvenience,”
President Barack Obama said after the

phone and Web tracking programs were
disclosed in June. “We’re going to have to
make some choices as a society.”

Edward Snowden, a 30-year-old for-
mer contractor for the National Security
Agency (N.S.A.), leaked details of the sur-
veillance programs to the media, risking
a long prison sentence for disclosing top-
secret material.

“The public needs to decide whether
these programs and policies are right or
wrong,” he said.

Under the phone surveillance pro-
gram, begun in 2006 under President
George W. Bush, the N.S.A. collects
phone company records showing num-
bers called within the U.S. and call
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durations; it does not listen in on calls.
The Internet surveillance program,
called Prism, started the following year;
it involves eavesdropping on e-mails and
online chats of foreigners overseas. The
government obtained court orders to
force companies like Google, Yahoo, and
Facebook to turn over online communi-
cations from their databases.

President Obama calls the programs
“modest encroachments on privacy” and
says they are “worth us doing” to protect
the country. The programs, he says, were
authorized by Congress and are regularly
reviewed by federal courts.

Information gathered under Prism
has helped foil about 50 terror-
ist plots, according to N.S.A. director
Keith Alexander. In 2009, an intercept-
ed e-mail led authorities to arrest an
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Al Qaeda operative in the U.S. who was
plotting backpack bombings on the New
York City subway.

A Privacy Violation?

But some see such surveillance as a seri-
ous _on Americans’ privacy.
The idea of a right to privacy comes from
the Constitution’s Fourth Amendment,

Edward Snowden leaked the N.S.A. documents.

of ordinary citizens,” says James Rule a
- at the University of California,
Berkeley, School of Law.

But not everyone is alarmed. A poll
conducted by the Pew Research Center in
the days after the surveillance programs
became public found that 53 percent of
Americans found them justifiable.

“I'd rather have them track who we’re
talking to if it saves American lives,” says
Rob Johnson, 21, of Chicago. “I think it’s
OK for them to be that invasive.”

Last April, Americans saw some of
the benefits of living with increased sur-
veillance. Within hours of the Boston
Marathon bombings, which killed three
and injured more than 250, authori-
ties began sifting through a mountain
of video footage—from government and
private surveillance cameras and imag-
es shot by spectators on their phones.
By the end of the week, the suspects had
been identified and captured before they
could harm anyone else.

Like many Americans, Anne Maguire,
20, a student at Harvard University, in




[image: image4.png]which protects against “unreason-
able searches and seizures” (see box). It
means, for instance, that the police need a
court-issued warrant to search your home.

The American Civil Liberties Union
(A.C.L.U.) has sued the Obama admin-
istration over its collection of domestic
phone logs, contending that it violates
the Fourth Amendment. In July, the
Electronic Privacy Information Center, a
privacy rights group, filed an emergency
petition with the Supreme Court asking it
to stop the N.S.A’s domestic surveillance
program, which it contends is illegal.

“This dragnet program is surely one
of the largest surveillance efforts ever
launched by a democratic government
against its own citizens,” says Jameel
Jaffer of the A.C.L.U.

The N.S.A. programs are part of a
larger trend. Security concerns since
the 9/11 attacks and improved technol-
ogy have led to increased monitoring of
Americans. Cameras mounted on build-
ings watch for potential terrorists and
criminals. Police in some cities wear small

video cameras clipped to their uniforms to

record their interactions with the public.
Travelers submit to body scans at airports.
Beyond that, with smartphones turning
every situation into potential video fodder,
Americans are pointing more and more
cameras at one another. Some privacy
advocates warn that the U.S. is becoming
a “surveillance state.”

“What we are actually witnessing is
a sea change in the kinds of things that
the government can monitor in the lives
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Cambridge, Massachusetts, is torn about
the phone and Internet snooping. “On
one hand I think it’s extremely inva-
sive,” she says. “Do I think it’s necessary?
That’s where I'm kind of undecided.”

“You have a right to privacy,” Maguire
says. “But at the same time, there are
some crazy people in the world.”

With reporting by Charlie Savage, Claire
Cain Miller, Adam Nagourney, David E.
Sanger, and Eric Schmitt of The Times.

vacy Rights

The right toprivacy stems from the Fourth Amendment's prohibition
against “unreasonable’searches and seizures.”

What the Fourth
Amendment.Covers

The police need’a

court-issued warrant to
search your home. They
need a warrant to listen
in on the phone calls

of suspected criminals.
They need a warrant

or probable cause to
search your car.

What It Doesn't
Cover

You don’t have a right to
privacy .in public places.
Once you step outside
your home; you can

be photographed—by
surveillance cameras
or by anyone with a
smartphone—without
any legal restrictions.

Does It Apply to
Phone Surveillance?
An A.C.L.U. lawsuit
contends that collecting
Americans’ phone
records to look for
terrorist threats is

an invasion of privacy.
The case could wind

up before the
Supreme Cou





